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PHP2Shell fixes are out for Synology and QNAP
storage boxes
Published 1 November 2026. Read the full story, sources and any updates at
digitaladvisors.com.au/journal/php2shell-synology-qnap-nas-updates/

Check which system your storage box runs. Look for Synology DSM or QNAP QTS, QuTS
hero or QuTScloud, or ask whoever set it up.

On Synology, update PHP in Package Center. Do it if you use Web Station, WordPress,
Calendar, MailStation, Joomla, MediaWiki, phpMyAdmin, KodExplorer, vtigerCRM or IDrive.

Update MailStation separately. Synology says it needs a manual update through Package
Center.

Switch off affected packages on Synology systems older than DSM 6.2. Leave them off
until you move to a supported DSM version.

On QNAP, run Live Update. Go to Control Panel > System > Firmware Update > Live
Update, then update Notes Station 3 in App Center if you use it.

Ask for fixes for PHP in containers and third-party apps. QNAP's updates don't cover
them, so go to whoever made the image or app.

Turn off port forwarding and UPnP for the storage box. Use a VPN for remote access
instead.

Disconnect a box you think has been attacked. Change all passwords, then contact QNAP
support for a QNAP box, or the ACSC on 1300 CYBER1 (1300 292 371).

More free checklists, plus the Friday briefing: digitaladvisors.com.au/newsletter
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