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CHECKLIST - SCAMS & SECURITY

Eight Android settings to change bhefore you use it
for work

Published 11 November 2026. Read the full story, sources and any updates at
digitaladvisors.com.au/journal/android-work-phone-settings-to-change/

E] Set a six-digit PIN or a password. Go to Settings > Security > Screen lock.

[] Turnon Find Hub. Check Allow device to be located is on in Settings > Security > Find
Hub. If the phone goes missing, go to android.com/find.

E] Turn on 2-Step Verification. Go to myaccount.google.com > Security & sign-in > How
you sign in to Google > Turn on 2-Step Verification, then save your backup codes
somewhere safe.

E] Check for updates. Go to Settings > System > Software updates on Wi-Fi, with the battery
charged to at least 75%.

E] Confirm Play Protect is scanning. In the Play Store, tap your profile icon, then Play Protect
> Settings, and check Scan apps with Play Protect is on.

E] Review location access. Go to Settings > Security & Privacy > Privacy > Permission
manager > Location and switch apps that don't need it in the background to Allow only
while using the app or Ask every time.

[[] Hide sensitive content on the lock screen. Go to Settings > Notifications > Notifications
on lock screen and turn off Show sensitive content.

E] Turn on Theft Detection Lock. Go to Settings > Google > All services > Personal &
device safety > Theft protection and switch on Theft Detection Lock.

More free checklists, plus the Friday briefing: digitaladvisors.com.au/newsletter
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